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Introduction

Prime focus of this deliverable is to report advance made on statistical model checking (SMC)
techniques. New SMC techniques aimed at (quickly) estimating expected energy consumption
(within a desired level of confidence) and identifying dependencies between behavioural aspects
and energy consumption. Related to the needs of addressing stochastic effects at the hardware
level we investigate rare-event simulation techniques to improve the estimation of low probabilities of erroneous computational behaviour. While rare-event simulation techniques have been
applied to detect simple bugs characterized by sets of states, bounded temporal properties of
complex systems represented by stochastic timed automata are significantly more complex and
have not been considered. The scientific challenge —developing a “probability estimator”—
is tackled by combining classical model checking for timed automata with existing rare-event
simulation approaches. The long term objectives are the following:
• A property-driven technique to reduce the number of simulation runs. Typically, a designer
has some prior knowledge regarding the probability for the system to violate a property.
We will estimate these probabilities and use it in a Bayesian fashion to reduce the number
of necessary simulations in sequential hypothesis testing. Similar techniques have been
applied in systems biology, but have been restricted to uniform distributions for refutation
probabilities; in our setting we will consider more general distributions.
• A distributed version of SMC and new techniques to parallelise long simulations. Similar to regenerative simulation techniques, the idea is to identify a break point state in the
system from which individual finite simulations can be run. The results of all the individual simulations need to be combined, which is extremely complex for continuous timed
systems such as energy automata.
• Finally, we will exploit SMC for modelling formalisms of WP1 such as MoDeST and
POOSL that are both equipped with tailored discrete-event simulation techniques. As
timed automata are a subset of the models that can be expressed in these formalisms,
we will study and compare SMC with these simulative techniques and adopt variance
reduction techniques for both transient and steady-state metrics so as to improve industrial
applicability.

1.1

Summary of the contributions

Aachen During the first year of the project, Aachen has developed a new application for the
project. This application is a microgrid that presents several challenges related to energy consumption. The new application has been used to challenge the UPPAAL-SMC toolset developed
by the Aalborg partner.
Aalborg During the first year of the project, Aalborg (in collaboration with Inria for parts of
the work) has improved their UPPAAL toolset by adding support for floating-point types, support
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Figure 1: Configuration of the microgrid case study for statistical model checking
for MITL with dynamic creation of processes. A concrete simulator in the graphical interface
has also been added. Finally, progresses on case-studies, in particular on battery scheduling to
optimize energy utilization.
Inria During the first year of the project, Inria has developed new efficient algorithms for rare
events. Another contribution is the developement of Plasma, an open-source toolset for SMC.
Saarbrucken in collaboration with University of Twente Standard statistical model checking (SMC) is only applicable to stochastic processes. We developed an on-the-fly confluence
check to allow the application of SMC to models with spurious nondeterministic choices. This
approach improves on previous techniques based on partial-order reduction and preserves all the
guarantees of standard SMC.

2
2.1

Contributions
Aachen

During the first year of the project, Aachen contributed on defining challenging case studies for
the project. Another contribution is on applying SMC toolsets of the Aalborg partners on those
examples. In this deliverable, we reports on the modelling and analysis of a microgrid with wind,
microturbines, and the main grid as generation resources. The microgrid is modelled as a parallel
composition of various stochastic hybrid automata. Extensive simulation runs of the behaviour of
the main individual microgrid components give insight into the complex dynamics of the system
and provide useful information to determine adequate parameter settings. The analysis of the
microgrid focuses on checking several temporal properties, expressed in the logic PCTL, using
the statistical model checker U PPAAL -SMC.
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Introduction to the example. We consider the microgrid configuration in Fig. 1. This microgrid is connected to the electricity and natural gas distribution grids and incorporates two local
energy sources – wind turbine and a microturbine. The microturbine represents a deterministic
energy source which produces electricity and heat. The heat can be utilized for satisfying the
heating load such as domestic hot water. The wind turbine is of stochastic nature and its power
output depends on actual wind properties. The local power network (LPN) stands for the junction
point where the electricity supply meets the electricity demand e.g. chillers, electrical load, etc.
Chillers remove the heat from the chilled water circuit (CHWC) which supplies the cooling load
with the chill. Demand of cooling load as well as performances of chillers can be affected by the
outside temperature. Electrical energy storage is connected to the LPN and enables the possibility to store/load electricity energy. This can be very useful for the optimization of operational
costs of the microgrid.
We model this system as a composition of stochastic hybrid automata, and describe their
continuous dynamics. For several components we have adopted the dynamics from the literature [19, 29, 32]. Extensive simulation runs of the behaviour of the microgrid components give
insight into the complex dynamics of the system and provide useful information to determine
adequate parameter settings. The parameter settings used in our verification models have been
obtained in this way and have been validated by Honeywell. For the analysis of the microgrid,
we resort to model checking. As the stochastic dynamics and complexity of the microgrid configuration go beyond the scope of the above techniques that typically rely on discretization and
dynamic programming, we resort here to statistical model checking. This technique is basically
employing Monte Carlo simulation in order to check the validity of temporal logic properties
within a given a priori-defined confidence interval. In order to analyse probabilistic reachability
and invariance properties of the microgrid case study, we use U PPAAL -SMC, a recent extension to the model checker Uppaal (www.uppaal.org). U PPAAL -SMC originally focused on
(priced and probabilistic) timed automata. However, in Sensation our Aalborg partners improved
the tool so that it also covers networks of stochastic hybrid automata [12]. We report on the statistical model checking of several (bounded) PCTL formulas and investigate the run-times for
various confidence intervals and time horizons.
As described above, we have modelled all individual components as stochastic hybrid automata. Let LPN, CH1 , CH2 , CHWC, Zi , M T, W T, ST, EL be the SHA models of the local
power network, the two chillers, the chilled-water circuit, the ith room (or zone), microturbine,
wind turbine, storage, and electrical load, respectively. The composite model of the microgrid is
now given as:
MG = ( LPN k CH1 k CH2 k CHWC k Z k . . . k Z k M T k W T k ST k EL)
| {z }
n zones

where k denotes a parallel composition operator.
Simulation Results. There are various input parameters for the different components of the
microgrid. Controllers are designed to modify these inputs in order to satisfy some optimality
criteria, usually to minimize power consumption. Various controllers can be modelled by automata. The effect of these controllers can be studied by running the respective automaton in
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parallel with the microgrid. For example, we can consider an automaton that depending on the
required cooling power and ambient temperature, distributes the energy among the two chillers
accordingly. It is possible that some chillers work better at lower energy requirements than
others. The control parameter αch (t) can redistribute the cooling energy production between
chillers. In the following experiment (see Fig. 2), we can see that the total power consumed by
the chiller is higher when a fixed α is used in comparison to a more dynamic α which depends
on the cooling energy requirements.

Figure 2: Cumulative electrical power
consumed by the chillers

Figure 3: Frequency deviation

We are also interested in testing the behaviour of the microgrid under special conditions, e.g.,
observing the frequency deviation over time when the microgrid is disconnected from the main
grid (islander mode). Figure 3 shows the frequency deviation when the microgrid is running
in islander mode with six wind turbines providing for two chillers and one electric load along
with a storage device. Initially, the power generated by wind turbines is insufficient –in this
experiment, it took some time for the wind turbine to pick up speed, so to speak– and hence the
batteries were catering for the power deficit. At some point, the batteries run out and we have
negative frequency deviation. When the six turbines accelerate, they provide (more than) enough
energy for the demand yielding the positive deviation. Finally, the batteries start to recharge
themselves to use the excess power and the frequency stabilizes.
The U PPAAL -SMC Tool. Numerical methods to solve model-checking problems of stochastic hybrid systems against some temporal formula are algorithmically involved and suffer from
the curse of dimensionality [1, 2, 31]. The main reason for this is the use of discretization. In
contrast, statistical model checking avoids these problems by resorting to discrete-event simulation. In a nutshell, it generates and examines finitely many simulation runs of the model at hand,
and uses hypothesis testing to infer whether the obtained simulation samples provide statistical
evidence for the satisfaction or violation of some (temporal logic) specification [33]. We analyze the microgrid case study using the U PPAAL -SMC tool. Initially, U PPAAL -SMC focused
on networks of priced timed automata. These are timed systems in which real variables may
have different rates (even potentially negative) in different modes (these variable are not used as
guards). A recent extension allows to handle stochastic hybrid automata; this was first reported
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in [12]. Here, the change of continuous variables is governed by linear differential equations.
U PPAAL -SMC relies on results from statistics such as sequential hypothesis testing and Monte
Carlo simulation. Crucial statistical input parameters are the confidence ξ which quantifies the
error, given by the parameter α and β (as before), and the probability interval defined by the
indifference region δ. Apart from being able to simulate various variables, we can carry out
statistical model checking of temporal logic formulas, in particular, PCTL (probabilistic CTL).
This logic allows for specifying (a bound on) the likelihood of reaching a specific set T of target
states within n steps as denoted by the formula P(♦≤n T ), or the probability to stay in a given set
T of states for the next time period, denoted by P(≤n T ).

PCTL property


P ♦≤t |TZA − TZASP | < 1


P ♦≤t |TCW − TCW SP | < 1


P ♦≤t Qcool ≥ 4500

TCW SP
20
20
20
20
20
20
20
20
20
20
20
20
20
20
15
10
20
20
20
20
20
20
20
20
15
10

TZASP
25
25
25
25
25
25
25
22
20
25
25
25
25
25
25
25
25
25
25
25
25
25
25
25
25
25

hα, βi
h0.1, 0.1i
h0.05, 0.05i
h0.1, 0.1i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.1, 0.0.1i
h0.05, 0.05i
h0.1, 0.0.1i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.1, 0.1i
h0.05, 0.05i
h0.1, 0.1i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i
h0.05, 0.05i

δ
0.1
0.1
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.1
0.1
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.05
0.1
0.1
0.05
0.05
0.05
0.05
0.05

Pr
[0.9,1]
[0.9,1]
[0.95,1]
[0.95,1]
[0.95,1]
[0.95,1]
[0.95,1]
[0.95,1]
[0.95,1]
[0,0.1]
[0,0.1]
[0,0.05]
[0,0.05]
[0.95,1]
[0.95,1]
[0.95,1]
[0.95,1]
[0.95,1]
[0.95,1]
[0,0.1]
[0,0.1]
[0,0.05]
[0,0.05]
[0,0.05]
[0.95,1]
[0.95,1]

t
200
200
200
200
1000
2000
3000
3000
3000
200
200
200
200
1000
1000
1000
1000
2000
3000
2000
2000
2000
2000
1000
1000
1000

runs (n)
150
185
600
738
738
738
738
738
738
150
185
600
738
738
738
738
738
738
738
150
185
600
738
738
738
738

time (s)
1.713
1.825
4.223
5.628
5.565
5.566
5.668
46.605
82.246
16.81
20.505
64.942
79.154
80.17
87.53
90.121
81.551
81.441
81.401
162.837
204.517
661.487
808.748
399.706
20.355
10.25

Table 1: SMC results for temperature control
Statistical Model Checking Results. For the microgrid case study we are mainly interested in
reachability properties.
The first property of interest is the probability of the room temperature to be close to the
desired set points within some finite time interval. We vary the value of the time interval in
order to investigate the impact of this value on the run time and vary some of the temperature
values (set points and desired ones). The model-checking results are listed in Table 1. The first
column indicates the checked property, the second and third column indicate the values of the
control inputs (temperate set points). The fourth and fifth column indicate the parameters α, β
and δ of the SMC algorithm, the sixth column presents the probability interval that results from
the SMC, the seventh column indicates the length t of the interval, the eighth column indicates
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the number of required simulation runs, and the last column presents the run time of U PPAAL SMC. We present the results of checking three properties. The first property refers to the time
until the zone temperature TZA is at most one degree Celsius different from the desired room
temperature TZASP . The second property aims at determining the probability that the chilled
water temperature TCW is close to its set point TCW SP . As one can see from the results, this
probability is low for small t (say, t ≤ 200), whereas from t=1, 000, TCW has reached its set
point. The last property focuses on the thermal capacity of the water circuit Qcool , as realized by
a PI controller, reaches a threshold 4,500. We experiment with various combination of control
parameters, namely, the room temperature set point of the thermostat (TZASP ) and chilled water
(coolant) temperature set point (TCW SP ).
Observe that relaxing the probability interval has a larger effect on the run time than changing
the confidence. As we expected lowering of set point temperature makes it longer for the system to attain equilibrium (the simulation figures) and hence the model checker need to run the
simulation for longer duration. This causes an increase in verification time for highly probable
properties. On the other hand, the energy requirement variable Qcool , which almost never reached
4500J now crosses this threshold very quickly because of the high energy demand forced by lowering of set point temperature. Hence, simulations are short and verifications are quite quick.
As a next property, we are interested in the behaviour of the chillers. The PCTL-property
of interest is the likelihood that the chiller power demand (of the first chiller, say) exceeds a
certain threshold (2, say) within the next 3,000 seconds. The cooling load (CL) is determined
by the components outside temperature, zone temperature, thermostat, chilled water temperature,
chilled water controller, and the chillers. The results for the first chiller are listed in the upper part
of Table 2. The lower part of this table presents the results of checking the maximal generated
power by the wind turbine to exceed 0.25 kW. Observe that even if the indifference interval
is specified to be 0.05, the probability interval given by U PPAAL -SMC actually is larger. We
cannot explain this anomaly.
PCTL property
hα, βi
δ
P (♦≤3000 PCh,1 ≥ 2)
h0.05, 0.05i 0.05
P (♦≤3000 PW,max ≤ 0.25) h0.05, 0.05i 0.05

Pr
[0,0.092]
[0.3009,0.4009]

# runs time (in s)
738
2484.379
738
307.055

Table 2: SMC results for cooling load (upper) and maximal wind production (lower)
As a next property, we check whether the microgrid in islander mode keeps itself stable or not.
We consider the following components: one cooling load (CL), one electrical load (EL), wind
(W), five wind turbines (WT) and the local power network (LPN). The LPN crosses dangerous
levels, when there is no storage device. Some verification results are listed in Table 3 (upper part).
Finally, we consider a more complex scenario where it is assumed that the microturbine (MT)
was in the warm-up mode, there are two electrical loads, one cooling load with two chillers
and two wind turbines. The microgrid goes to the islander mode so as to compensate for the
discrepancy the microtubine was speed up to 70000 rpm1 . We check whether the LPN remains
1

Such decisions are taken by network administrators.
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stable or not, cf. Table 3 (lower part).
PCTL property
hα, βi
δ
P (♦≤3000 |f r| ≥ 0.5) h0.05, 0.05i 0.05
P (♦≤1000 |f r| ≥ 0.5) h0.05, 0.05i 0.05

Pr
# runs time (in s)
[0.832,0.932] 738
523.193
[0,0.05]
738
1152

Table 3: SMC results for microgrid operating in islander mode

2.2

Aalborg

Statistical model-checking (SMC) is a relatively recent technique that complements traditional
model-checking. The technique consists in generating finite runs and observing a given formula
for every run. Then different statistical methods are used to do the actual model-checking. The
checks are in two main categories: evaluation or hypothesis testing. For evaluation, a probability is computed with a confidence interval (given by the user). The number or runs can
be bounded statically with the so-called Chernoff-Hoeffding bound or on-the-fly with ClopperPearson’s method. For hypothesis testing the idea is to test if some probability is greater than
a given threshold: P r(φ) ≥ θ. The algorithm tests two hypothesis: H0 : P r(φ) > θ + δ and
H1 : P r(φ) < θ − δ. The parameter δ defines the region of indifference. The method used is
called sequential testing and the number of runs is determined on-the-fly.
U PPAAL - SMC [17, 11, 13] implements hypothesis testing, probability evaluation, probability
comparisons (reduced to hypothesis testing), and expected value of the min or max of some
expression on a run. In addition, the tool provides simulation capabilities useful for visualizing
expressions or error traces. The tool supports filtering of simulations to only see runs that have
certain properties. The tool also provides a plot composer to display different plots from the data
gathered during the statistical check, such as, probability distributions or cumulative probabilities
over time. The results are given with a confidence interval as well. The models accepted by
U PPAAL - SMC are stochastic hybrid systems where ordinary differential equations (ODEs) and
floating-point types (double) are supported. Moreover the SMC algorithm can be distributed
with relative ease [9, 10].
U PPAAL - SMC has been used for different case-studies ranging from communication protocols such as Bluetooth, Firewire, schedulability [15], and energy aware buildings [14] to biological models [16]. The main use is performance analysis. While standard model-checkers are
qualitative and can check if a given property holds or not, here we can analyze quantitative values, e.g., energy consumption of a sensor or probability of collision in a wireless network. Also,
since we have a good match between our stochastic semantics and some kinetic laws in biochemistry, we can simulate biological models and build hybrid models that mix biological behaviour
and discrete controllers. Another use of SMC is to complement the weaknesses of traditional
model-checking. Sometimes, over-approximation techniques must be used for model-checking
and the results may be inconclusive if some error state is declared to be reachable – in fact the
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model-checker is not sure of it. SMC can be used in these cases to find concrete traces and
confirm these errors.

3

Monitoring in U PPAAL - SMC

U PPAAL - SMC supports a very small fragment of LTL, namely φ and ♦φ. We extended the
statistical model checking engine to support the MITL logic with dynamically generated processes. Contrary to the model-checker SPIN that uses monitors to check LTL properties, we do
not create monitors in advance. The monitors we could construct for MITL are non-deterministic
and cannot, in general, be determinized. Monitors used for statistical model checking are however required to be deterministic [8]. We circumvent this problem by not creating the monitor
explicitly. Instead, we employ a rewriting technique of formulas that ensures all possible nondeterministic choices of the aforementioned monitor are explored [7, 18]. During the generation
of a run, U PPAAL - SMC rewrites the formula every time the monitored system changes its internal
state resulting in a new observation. An observation of the system in this setting is a truth assignment to all of the propositions in the MITL formula. The new formula is satisfied at the next
observation if and only if the original formula is satisfied at the current observation. Eventually
the formula is rewritten into > or ⊥, at which point a verdict can be made: The original formula
is satisfied if it becomes > and not satisfied if it becomes ⊥. The new monitoring technique is
guaranteed to terminate provided that the generated run is time diverging.
We have applied our technique to the verification of the IEEE 802.15.4 CSMA/CA protocol.
In this work we verified that whenever a collision occurred for Nodei in the modelled network
then that node node would re-transmit. The MITL property we used for verifying this was
n
^

(≤10000 (collisioni ⇒ ♦≤4000 sendi )

i=1

where n is the number of nodes in the network.

4

Experiments

Wireless systems such as satellites are typically battery-powered. These systems, and therefore
their batteries, are often exposed to loads with uncertain timings. We model the Kinetic Battery Model by Manwell and McGowan (1993) in combination with stochastic workloads. Using
U PPAAL - SMC we can study system performance under various soft real-time scheduling principles.
Batteries contain electrochemical cells where reactions transform chemical energy to electrical energy. The speed of the diffusion of reactants in an electrochemical cell gives rise to a
low-pass filtering of the changes in load that can be described by a system of differential equations in the Kinetic Battery Model. Battery modelling can thus be used to predict the state of
charge during the run of a battery-powered system.
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3600
3400
3200
3000
2800
2600
2400
2200

value

2000
1800
1600
1400
1200
1000
800
600
400
200
0
0

2.8E3

5.6E3

8.4E3

1.12E4

1.4E4

time

Figure 4: Balance scheduler simulation
We use a simple test load consisting of a constant idle load of 50 mA and a periodic task of
500 mA, a 1000 s period and deadline, a 400 s best-case execution time (BCET), and a 500 s
worst-case execution time (WCET). Such a high-level task (on a scale of minutes instead of,
say, milliseconds) may for example represent a satellite transmitting data to a ground station
while passing over it. If the battery state of charge is low, there may be different strategies
for still having a reasonable data throughput while trying to postpone the event of the battery
becoming empty. For example, by considering the balance, i.e., the ratio between the available
and bound charge in the battery according to the battery model, a scheduler may choose to delay
the execution of the task until more charge is available. Such a system run is show in Figure 4.
The horizontal “band” of lines between values 1500 and 2500 show the balance of the battery
fluctuating from 100% to 0% where the battery has no more available charge. Before each task
instance is allowed to execute, the balance must reach the threshold of 75%. The task instances
are spaced out as the battery state of charge falls, thus giving it more time to release bound charge
between each instance.

4.1

Inria

During the first year of the project, Inria contributed in two directions. First direction has been to
develop new SMC algorithms for the efficient detection of rare events. The second contribution
is the creation of a toolset.
New Algorithms for detecting Rare Events. Statistical model checking avoids the exponential growth of states associated with probabilistic model checking by estimating probabilities
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from multiple executions of a system and by giving results within confidence bounds. Rare
properties are often important but pose a particular challenge for simulation-based approaches,
hence a key objective for statistical model checking (SMC) is to reduce the number and length of
simulations necessary to produce a result with a given level of confidence. In the litterature, one
finds two techniques to cope with rare events: Importance Sampling and Importance Splitting.
However, until now, those techniques have not yet been used to solve model checking problems.
During the first year of the project, Inria has adapted both techniques to SMC.
In order to minimize the number of simulations, Importance sampling works by estimating
a result using biased simulations and compensating for the bias. For Importance sampling to
be efficient, it is thus important to find good importance sampling distributions without considering the entire state space. In [25], we present a simple algorithm that uses the notion of
cross-entropy to find an optimal importance sampling distribution. In contrast to previous work,
our algorithm uses a naturally defined low dimensional vector of parameters to specify this distribution and thus avoids the intractable explicit representation of a transition matrix. We show that
our parametrisation leads to a unique optimum and can produce many orders of magnitude improvement in simulation efficiency. We demonstrate the efficacy of our methodology by applying
it to models from reliability engineering and to systems biology. One of the major drawbacks
with Importance sampling is that the variance of the estimator cannot be characterized. However,
our experiments show that our estimator provides variance reductions of more than 105 .
As we said key objective for statistical model checking rare events is thus to reduce the variance of the estimator. Importance splitting achieves this by estimating a sequence of conditional
probabilities, whose product is the required result. In [26], we applied Importance splitting to
model checking problems. To apply this idea to model checking it is necessary to define a score
function based on logical properties, and a set of levels that delimit the conditional probabilities.
In [] we motivate the use of importance splitting for statistical model checking and describe the
necessary and desirable properties of score functions and levels. We illustrate how a score function may be derived from a property and give two importance splitting algorithms: one that uses
fixed levels and one that discovers optimal levels adaptively.
All the algorithms have been implemented in prototypes. Some work needs to be done to
make implementations accessible to engineers.
The Plasma Toolset. PLASMA-lab [30] is an efficient SMC library written in Java, featuring
a customisable simulator class. This allows SMC functionality to be added to existing domainspecific modelling platforms, such as DESYRE2 , and allows rapid prototyping of formal verification solutions using, e.g., Scilab3 and MATLAB4 . High performance standalone model checkers
can also be constructed with PLASMA-lab by including a suitable language parser in the simulator class. PLASMA-lab’s integrated development environment facilitates distributed simulation
and can work with multiple user-defined language plug-ins.
2

www.ales.eu.com
www.scilab.org
4
www.mathworks.com
3
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Properties PLASMA-lab accepts properties described in a form of bounded linear temporal
logic (BLTL) extended with custom temporal operators based on concepts such as minimum,
maximum and mean of a variable over time.
Model checking modes PLASMA-lab offers three basic modes of model checking: simple
Monte Carlo, Monte Carlo using a Chernoff confidence bound and sequential hypothesis testing.
There is also a simulation mode for debugging. Rare event model checking modes, such as
importance sampling and importance splitting, can be implemented as part of the simulator class
when the modelling semantics support them.
• Monte Carlo: the user explicitly specifies the number of simulations that PLASMA-lab
must use to estimate the probability of a property.
• Chernoff: the user specifies an absolute error ε and a probability δ. PLASMA-lab calculates the number of simulations required to ensure that the resulting estimate is within ±ε
of the correct value with minimum probability δ.
• Sequential: PLASMA-lab adopts the sequential hypothesis ratio test of [34] to verify that
the probability of a property is above a user-specified threshold. The user also specifies
a level of indifference and parameters to control errors of Types I and II. The number of
simulations is not specified a priori: simulations are performed as necessary. See [34] for
details.
Usage PLASMA-lab may be invoked from the command line or embedded in other software
as a library. PLASMA-lab is provided as a pre-compiled jar file (plasmalab.jar) and a source
template (Simulator.java) to create the simulator class. The minimum requirement is to implement the methods newTrace() and nextState(), that initiate a new simulation and advance the
simulation by one step, respectively. Language parsers are typically invoked in the constructor.
Graphical user interface The GUI provides an integrated development environment (IDE) to
facilitate the use of PLASMA-lab as a standalone statistical model checker with multiple ‘dropin’ modelling languages. To demonstrate this, we have included a biochemical language and a
language based on reactive modules. The website [30] includes other examples. The GUI implements the notion of a project file, that links the description of a model to a specific modelling
language simulator and a set of associated properties and experiments. The GUI also provides
2D and 3D graphical output of results and implements a distributed algorithm that will work with
any of its associated modelling languages.
Distributed algorithm The administrative time needed to distribute SMC on parallel computing architectures is often a deterrent. To overcome this, the PLASMA-lab GUI implements a
simple and robust client-server architecture, based on Java Remote Method Invocation (RMI)
using IPv4/6 protocols. The algorithm will work on dedicated clusters and grids, but can also
take advantage of ad hoc networks of heterogeneous computers. The minimum requirement is
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Figure 5: Exponential scaling of numerical
model checking vs. linear scaling of
PLASMA-lab SMC, considering a fairness
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that the IP address of the GUI is available to the clients. PLASMA-lab implements the SMC distribution algorithm of [34], which avoids the statistical bias that might otherwise occur from load
balancing. Distributed performance in illustrated in Fig. 6. The user selects the distributed mode
via the GUI and publishes the IP address of the instance of PLASMA-lab GUI that is acting as
server. Clients (instances of the PLASMA-lab service application) willing to participate respond
by sending a message to the published IP address. The server sends an encapsulated version of
the model and property to each of the participating clients, which then wait to be told how many
simulations to perform. When sufficient clients are available, the user initiates the analysis by
causing the server to broadcast the simulation requirements to each client.

Applications
Motion Planner Board

PLASMA-lab has been applied to problems from,
e.g., systems biology, rare events, performance, reliability, motion planning and systems of systems
[30].
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Saarbrucken

Global
Objectives

Suggested
Motion

actual mo on

Traditional and probabilistic model checking have
Figure 7: Control loop of DALi
grown to be useful techniques for finding inconsismotion planner.
tencies in designs and computing quantitative aspects of systems and protocols. However, model
checking is subject to the state space explosion
problem, with probabilistic model checking being particularly affected due to its additional
numerical complexity. Several techniques have been introduced to stretch the limits of model
checking while preserving its basic nature of performing state space exploration to obtain results
that unconditionally, certainly hold for the entire state space. Two of them, partial order reduc-
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tion (POR) [3] and confluence reduction [21, 28], work by selecting a subset of the transitions
of a model—and thus a subset of the reachable states—in a way that ensures that the reduced
system is equivalent to the complete system.
A much different approach for probabilistic models is statistical model checking (SMC)[24,
27, 35]: instead of exploring—and storing in memory—the entire state space, or even a reduced
version of it, traces through the state space are generated and evaluated statistically. This comes
at constant memory usage and thus circumvents state space explosion entirely, but cannot deliver
results that hold with absolute certainty. Statistical methods such as sequential hypothesis testing
are then used to make sure that the probability of returning the wrong result is below a certain
threshold. As a simulation-based approach, however, SMC is limited to fully stochastic models
such as Markov chains [22].
Previously, an approach based on POR was presented [4] to extend SMC and simulation to
the nondeterministic model of Markov decision processes (MDPs). In that approach, simulation
proceeds as usual until a nondeterministic choice is encountered; at that point, an on-the-fly
check is performed to find a singleton subset of the available transitions that satisfies the ample
set conditions of probabilistic POR. If such an ample set is found, simulation can continue that
way with the guarantee that ignoring the other transitions does not affect the verification results,
i.e., the nondeterminism was spurious. Yet, the ample set conditions are based on the notion of
independence of actions, which can in practice only feasibly be checked on a symbolic/syntactic
level. This limits the approach to resolve spurious nondeterminism only when it results from the
interleaving of behaviours of concurrently executing (deterministic) components.
We proposed to use confluence reduction as an alternative, which has recently been shown
theoretically to be more powerful than branching time POR [21]. It is absolutely vital for the
search for a valid singleton subset to succeed in the approach discussed above: one choice that
cannot be resolved means that the entire analysis fails and SMC cannot safely be applied to the
given model at all. Therefore, any additional reduction power is highly welcome. Furthermore,
in practice, confluence reduction is easily implemented on the level of the concrete state space
alone, without any need to go back to the symbolic/syntactic level for an independence check.
As opposed to the POR-based approach, it thus allows even spurious nondeterminism that is
internal to components to be ignored during simulation. Of course, models containing nonspurious nondeterminism can still not be dealt with.
Contributions. The three main contributions of our work, published at NFM 2013 [23], are as
follows: (1) Since simulation works with a fully composed, closed system, we relax the standard
definition of confluence with respect to action labels compared to [21]. We thus achieve more
reduction/detection power at no computational cost and have proven that this adapted notion
of confluence still preserves PCTL* formulae without the next operator. (2) We introduced an
algorithm for detecting our new notion of probabilistic confluence on a concrete state space and
state its correctness. The algorithm is inspired by, but different from, the one given in [20];
in particular, it does not require initial knowledge of the entire state space and can therefore
be used on-the-fly during simulation. (3) We implemented the new approach in the MODES
statistical model checker [5] for the M ODEST modelling language [6] and evaluated it on a set
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of examples. Since the previous POR-based approach is also implemented in MODES, we could
compare the two in terms of reduction power and, on the one case that can actually be handled
by the POR-based implementation as well, performance.

5

Future Work

Aachen Future work may include modeling the smart grid caes in the compositional modeling
language HMoDeST, by comparing simulations with the tool for that language to Uppaal-SMC,
Plasma, or by Matlab/Simulink models.
Aalborg Future work is on extending our logic for defining properties over systems with dynamically changing number of components. This logic (QDMTL) is based on MTL extended
with means for quantifying over components. Another extension is to support dynamic creation
of channels and to pass the channels as values in the model.
Inria We have three main objectives for year two. First objective is to implement rare events
algorithms developed during the first year. We will particularly focus on the human/machine
interaction. Second objective is to apply rare events algorithms to the challenging experiment
proposed by Aachen. Last objective is to interconnect Plasma with the CADP tool of Inria. This
will permit to apply SMC on several case studies developed in WP1.
Saarbrucken An obvious direction for future work is to compare our techniques to the fundamentally different learning-based approach of Henriques et al. on models where all three methods
are applicable.
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